t 



10a^N###############################^########################### 

10b ^^Nt This document has been digitally signed! Do not alter! # Hash begins 

# # 

_ #Certificate: MSN001239987 <# 

lla^^ # # 

— ttLicenser : Microsoft Corporation <# 

llD^^ # Description: Microsoft Word for Windows 7.0 <# 

llc r ^l &p*t-i- Number: 777-12345-22 <# 

m 1 Id^IZ-— ^Catalog Number: 000000000011 <# 

g lle^ # # 

■jjr 1 1 n ^ — 1 #Licensee: John Q. Public <# 

few #Organization: ACME Corporation <# 

U llg*\^ #Location: 01A24 9S44G9987 6Y <# 

m nfi # # 

- #Support Terms: This license entitles you to receive 90 day# 

-L| Hi #s free technical support or you can reach us via <# 

* B # # 

" fCS i i • ^ ■ — I I FAQs : www.microsoft.com/mswordfaqs <# 

a llt>x^ #Website: www.microsoft.com/msword <# 

fj 111^-^ #E-mail: wordsupport@microsoft.com <# 

y IW^^ #Voice: 800-555-9999 <# 

S llnr^ #Fax: 206-555-9998 <# 

m lln^ # # 

"l" — tt Licen'se Terms: You agree to accept the terms of this licen# 

!i£3 1 10 #se and are bound by this legal description <# 

\j #License Expires: Perpetual <# 

llp^ # # 

1 - ^ #Signed by: Acme Clearinghouse Inc. <# 

H C l'^-— #Signed on: 1996/06/12 at 22:00:55 <# Hash ends 

\\r\Z ############################################################ 

lUC. #Signature: Cdr-eFKla+sdlkf Q9yZrFTA <# 

Wsy — ############################################################ 
10c 



FIG. 1 



APPROVAL 
DSLC X 17 



12 




ELECTRONIC DIGITAL 
PRODUCT DISTRIBUTOR 



DIGITAL 
PRODUCT 



16 



"DIGITAL PRODUCT 
DISTRIBUTION 
MECHANISM 

DIGITAL 
PRODUCT 1 




DSLC 1 



22L 



UPGRADE/REINSTALL 
REQUEST 



FIG. 2 



22 



PURCHASE TRANSCTION 
AND CERTIFYING AUTHORITY 

*T 



20— 

PURCHASE 
REQUEST AND 

PAYMENT 
INTERACTION 




ELECTRONIC DIGITAL 
PRODUCT PURCHASER 



DSLC 



SECONDARY 
STORAGE 
(FLOPPY DISK) 



13 
U 



CREATE DIGITAL 
CERTIFICATE OBJECT 




YES 



102 



NO 




100 

) 



112- 



DIGITALLY SIGN 
CERTIFICATE 



> 


^—108 
f / 




, r 110 




ADD TAG AND TEXT- 
BASED OBJECT 




ADD TAG AND BINARY- 
BASED OBJECT 


> 


f 







FIG. 3 



CREATE DIGITAL 
CERTIFICATE 



102 
_120 



108 no 



'ADD TEXT-BASED 
OBJECT 



ALLOCATE STORAGE FOR 

DIGITAL CERTIFICATE 
OBJECT 



I 



^-130 14Q. 



PARSE AND PRE-FORMAT 
TEXT-BASED OBJECT 



INITIALIZE AND FORMAT 
©DIGITAL CERTIFICATE 

m 

m — 



122 



m 



m 



OBJECT 
END 



ADD BINARY-BASED 
OBJECT 

14 0-^ 



132 



14: 



BASE-64 ENCODE 
BINARY DATA 



APPEND FORMATTED DATA 
TO CREATED DIGITAL 
CERT IFICA TE OBJECT 



PARSE AND PRE-FORMAT 
BASE-64 ENCODED 
OBJECT 



fFIG.4 



c 

FIG. 5 



END 



3 



144 



EfjS 

lilts? 

T 



FIG. 6 



APPEND FORMATTED 
DATA TO CREATED 
DIGITAL 
CERTIFI CATE OBJECT 

31 



112 



/flGN DIGITAlN 

Certificate / 



c 



END 



3 



APPEND STD.DIGITAL 
CERTIFICATE FORMATTED 
TERMINATOR 



160 



CALCULATE A MESSAGE 
DIGEST FOR THEDIGITAL 
CERTIFICATE OBJECT 



162 
V 



ENCRYPT THE MESSAGE 
DIGEST USING THE PUBLIC 
OR PRIVATE KEY 



164 
V 



FIG. 7 



166 



1 



168 



BASE-64 ENCODE THE 
BINARY PKI ENCRYPTED 
MESSAGE DIGEST 



PARSE AND PRE-FORMAT 
BASE-64 ENCODED DATA 



170 



APPEND FORMATTED DATA 
TO CREATED DIGITAL 
CERTIFICATE OBJECT 



\CE 



ERIFY DIGITAL 
CERTIFICATE OBJECT 



IMPORT A DIGITAL 
CERTIFICATE OBJECT 



I 



J 



182 



RETRIEVE THE ENCRYPTED 
MESSAGE DIGEST FROM 
THE IMPORTED DIGITAL 
CERTIFICATE OBJECT 



184 

U 



180 



DECRYPT THE ENCRYPTED 
MESSAGE DIGEST USING 
THE PUBLIC OR PRIVATE 
KEY 



I 



RE-CALCULATE THE 
MESSAGE DIGEST FOR 
IMPORTEDDIGITAL 
CERTIFICATE 



186 



J 



188 



IMPORT A DIGITAL 
CERTIFICATE OBJECT 



222 



J 



220 




END ^ 
V.226 



RETRIEVE TEXT-BASED 
OBJECT 



232 



RETRIEVE BINARY-BASED 
OBJECT 



FIG. 9 




Sft 

Sis? 

81 



m 



HI 

w 

p 
0 



<5 



RETRIEVE TEXT OBJECT 



I 



^ 230 



SEARCH FOR RELATED 
OBJECT TAG 



I 



240 



242 



COPY OBJECT DATA \J 

i 



REMOVE DIGITAL 
CERTIFICATE FORMATTIG 



END J 



244 



FIG. 10 



232 




RETRIEVE BINARY OBJECT 



> 


f 


SEARCH FOR RELATED 
OBJECT TAG 








250 



J 



COPY OBJECT DATA 



I 



252 



REMOVE DIGITAL 
CERTIFICATE FORMATTING 



254 

V 



I 



BASE-64 DECODE 
BINARY DATA _J 



I 



256 



END ^ 

FIG. 1 1 



22 




PURCHASE TRANSCTION 
AND CERTIFYING AUTHORITY 



10 

DIGITAI^ 



CERTIFICATE 



DIGITAL 

:ertificate 

10 



DIGITAL 
CERTIFICA 




20— 

PURCHASE 
REQUEST AND 

PAYMENT 
INTERACTION 



ELECTRONIC DIGITAL 
PRODUCT PURCHASER 



300 

u 



10 



302 



GIFT RECIPIENT 



^ERTIFICATEI 
APPROV 



'MO 



DIGITAL 
PRODUCT 



16 



304 



ELECTRONIC DIGITAL 
PRODUCT DISTRIBUTOR 



FIG. 12 



22' 



CERTIFYING AUTHORITY 



324-^ 
AUTHORIZED 
USER 



1^10 

DIGITAL CERTIFICATE 



322 



TECHNICAL 
SUPPORT 



PC 



326 



^10 



Ttechnical 

SUPPORT 
.INTERACTION 



PRODUCT USER 



320 
U 



FIG. 13 



zz 



22' 



CERTIFYING AUTHORITY 



EXECUTE/USE' 

REQUEST 
WITH DIGITAL 
CERTIFICATE 



352^xJ EXECUTE/USE 
PERMISSION 



TRY-BEFORE- YOU-BUY 
USER 



350 
U 



FIG. 14 



# 



'############################################################ 

#This document has been digitally signed! Do not alter! # 

# # 
#DSLC Demo by Portland Software, Inc. <# 

# # 
#Demo Overview: This demonstration shows the format of a co# 
#mpleted DSLC. It is properly formatted and contains two e# 
imbedded objects. Both objects are Microsoft Windows forma# 
#tted bitmaps. <# 

# # 

# # 
#Bitmap 1: 190 Qk2+AAAAAAAAAD4AAAAoAAAAIAAAACAAAAABAAEAAAAA# 
#AI AAAAD0DgAAxA4 AAAI AAAACAAAAgAAAAP 8 AAAAgMB 5 4 AAAMMAAAAYAAAY# 
#PGAgGDxgAAAYAAAAwwADAeeCAwHngAAAwwAAABgAABg8YCAYPGAAABgAAA# 
#DDAAMB5 4 IDAe eAAADDAAAAGAAAGDxglBg 8 YAAAGAAAAMMAAwHnggMB 5 4 AA# 
# AMMAAAA YAAA Y P GAgGDxg AAA Y AAAAwwAD A e e A = = <# 

# # 

# # 
#Bitmap 2: 578 QklCAgAAAAAAAEIAAAAoAAAAIAAAACAAAAABAAQAAAAA# 
#AAACAAATCwAAEwsAAAMAAAADAAAAAAAAAAAAgAAAAP 8AESEQEQEAEBACAg# 
#ECEQEBECAgIhAQAQEBAhACEQIQIBEhIAEBEQAQEAIBIRAhAhAQEBEQESAB# 
#AQECAREBAQIAIiEgAQERABAQAgEhECECEBAQERARIAEBAQIBEQEBAgAiEh# 
#IhECIAEBACIQEQERAhEBABAgIQAQEBAgERIhABEBEQIQECIQAQEAIQAQER# 
#EBIQIQEhAQEBAQECAQERAAEQEhASEBERABAQAhIRIRERARAgABEgIQEBAQ# 
#IRECEBARARESEQAiIAEBACAQEiEQEREBAgESEBAQEBAiERABERIgAREREh# 
#EgAQEAIRABIQEQERI i I i I i IhAQECIili I ili IhAQEBAQEBAQEBAQEBAQEB# 
#ABAQEBAQEBAQEBAQEBAQEBEBAQEBAQEBAQEBAQEBAQEAEBAQEBAQEBAQEB# 
#AQEBAQEQEBAQEBAQEBAQEBAQEBAQAAAAAAABAQEAAAAAAAAAAAAAAAAAAB# 
#AQAAAAAAAAAAARESEBIQEBAQICECAhICAhICAQACAAEBACESEBEQEBABAh# 
#AREAAQEBAhAgEQERISEhAREAIgAQEAIBEgIhAQEBIRABEBABAQECEQEAER# 
#EREAIQEQESABAQAhAhAQEBISEgEAESEAEBAQIhIhEQICAnAQEQEAEAEBAC# 
#AhAAIgEBASIRIhEQAQEBAhEAIQAQICA= <# 

# # 
-#Signed on: 03/04/97 at 10:07:00 <# 

Signed by: Trusted Third Party, Inc. <# 
############################################################ 
#Signature : A5D0D9fvkDAeJUKbly2OkbDG5yC9byxYWXpFpoCXPRPVcxt# 
#oWydM7 KUOEncuMDHEShWGVi r s lqeRKDNr cWLdX JQ4 ADKidW/ ZFLvpuWME 3 # 
#ri6VDjceInwrrwhSA18JleXRToGiF+3W5UKR63cmZjvcAqjPCE3vObIJQL# 
#WSeLhQcc= <# 
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